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This is a submission in response to the Home Office consultation on a new legal framework for law
enforcement use of biometrics, facial recognition and similar technologies published in December
2025. The submission has been prepared by a team of academic researchers with
extensive expertise in the technical, operational, legal, and social implications of Al use in law
enforcement, national security and other contexts. Our work is anchored in the UKRI Responsible Al
(RAi) UK Keystone Project, “PROBabLE Futures,” a four-year, £4.2M research initiative focused on
evaluating probabilistic Al systems across the criminal justice sector.

Summary

There is a once-in-a-generation opportunity to get a legal framework right — history has shown that
taking the path of least resistance, for example, by imposing self-regulation or voluntary standards,
while drafting narrowly drawn and overly-permissive legislation, permits disproportionate and
inappropriate use of surveillant capabilities and powers to burgeon.

The new legal framework must include a regulatory regime which operationalises principles such as
‘reasonableness’, ‘proportionality’, and ‘validity’. These principles can then structure and constrain
law enforcement powers, enabling law enforcement to discharge their duty to protect the public
while upholding human rights.

A framework based upon a closed list of technologies would require revision almost as soon as
coming into force, as well as continual updating. It is imperative then that the framework is not
technology-led, but focussed instead on behaviour and activities, and the purpose justifying the
deployment of powers. This is necessary in order to future-proof the framework in the face of
inevitable and desirable technological innovation.

The activities in scope should be broader than simply ‘identification’, encompassing capacities such
as inferring criminal intent; remote Al weapons detection; gait analysis; remote detection of anti-
social behaviour; polygraph; and tracking of clothes/footwear in CCTV or Live Facial Recognition
(LFR), and should include both covert and overt activities.

In-scope activities and the purposes for/context in which those activities are carried out should be
categorised into low, medium and high risk (determined using criteria transposed from legislative
principles, such as intrusiveness and seriousness of harm), which would correspond to the
onerousness of the requirements for lawful use. High-risk activities would require pre-authorisation
by an independent regulator and the use of pre-certified technology. Statutory codes of practice
and standards for scientific evaluation would inform lawful use.

The new legal and regulatory regime should apply to police and other public and private
organisations undertaking law enforcement activities, including acting in pursuit of public safety
or crime prevention (excluding the intelligence agencies, although the new legal framework should
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inform updates needed to the Investigatory Powers Act (IPA)). Restricting the new regime to just

police would unjustifiably exclude equally intrusive activities being carried out by other public and
private sector bodies.

We recommend a codified ‘restrictive’ position in which carrying out specified activities is
considered an offence unless the legal requirements for lawful use of powers are met and the
parameters of the regulatory regime have been respected, reflecting the structure of the IPA.

An ongoing public advisory function should be built into the regulator’s responsibilities from the
start, to ensure any process for adopting technology has integrity. The consultation has been
launched in parallel to Government announcements around the expansion of LFR and Al in policing.
Public reassurance should be given that there is a genuine intention to implement independent
oversight and that escalating the use of facial recognition and biometrics by law enforcement is not
already a forgone conclusion. A commitment to independent regulation comes with an acceptance
that some uses of biometrics and similar technologies are disproportionate and so will not be
permitted.

The processing of biometric data is inseparable from the need for bulk personal data, including for
LFR, and therefore any provisions to regulate the former should also deal with the latter. There exists,
of course, regulation for bulk personal datasets in part 7 of the IPA, but that extends at present only
to the intelligence agencies. A dataset of captured CCTV images retained for analysis almost certainly
falls within the purview of part 7 of the IPA (for the intelligence agencies) and so Parliament has
already legislated for concomitant interferences of privacy of this nature. We can see no valid
argument therefore that those provisions should not be extended to policing.

1. Aims and principles of the new legal framework

1.1 Although not a specific consultation question, it is important to first clarify the aims and principles
that will underpin the legal framework. This clarification will require consideration of the following
aspects.

1.2 When addressing the deployment of technologies such as Automated Facial Recognition (AFR),
legal drafters should be mindful that legal systems are unable to exhaustively fix legal meaning in
advance. Every codification relying on closed lists of circumstances or technologies— no matter how
thorough or voluminous—would likely require revision soon after enactment to keep in scope the
multiplicity of situations that may arise (consultation question 4). Instead, legislation should use
doctrinal devices and principles-based drafting, employing threshold tests including: ‘necessity’;
‘reasonableness’; ‘proportionality’, and ‘scientific validity’ etc. The determination of whether the
thresholds have been met will be dependent upon the law enforcement purpose and the risk
category, thus structuring and constraining the exercise of policing powers. This would ensure the
protection of the public, whilst upholding human rights. Legislation should accommodate an
indefinite range of use-cases in a structurally closed yet epistemically open manner (consultation
questions 1-4 & 6).1

1 K.N. Kotsoglou, ‘The Syntax of Legal Exceptions: How the Absence of Proof is a Proof of Absence Thereof’ (2017)
Transnational Legal Theory 8 (2) 119-145 https://www.tandfonline.com/doi/abs/10.1080/20414005.2017.1283567; K.N.
Kotsoglou, ‘Proof Beyond a Context-Relevant Doubt. A Structural Analysis of the Standard of Proof in Criminal
Adjudication’ (2020) Artificial Intelligence & Law 28 111-133. https://link.springer.com/article/10.1007/s10506-019-
09248-x.
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1.3 Accessibility and transparency are always partial: the public cannot be expected to ‘easily
understand’ and ‘foresee’ (see the Objectives in the Consultation document, p. 7) how data and
technologies will operate within the legal order. But they can expect to understand what activities
are regulated and the safeguards under which technologies will be deployed. A legal system fit for
purpose must balance public accessibility with integrity? (consultation questions 14, 15 and 16). It
will be a responsibility of the connected regulatory regime to try and ensure public accessibility and
transparency through engagement and outreach/an advisory function. Public engagement is
considered further in section 6.

1.4 Public acceptance of biometric technologies will depend not just upon whether the technology is
considered reliable, but also upon perceptions of procedural (in)justice. Individuals and communities
will react to the ‘justness’ of the technology use and its justification. Deployment of previous
technologies demonstrates that there will be expectations that not only has the technology been
rigorously tested (guaranteeing reliability) but that rules concerning use are strictly adhered to. Public
resistance can be expected if people feel unjustly targeted (or ‘unfairly’ swept up in blanket
surveillance) or if rules concerning use can be ignored, potentially raising the threshold for
demonstrating proportionality and increasing harms. Compliance and co-operation with the
technology could be impacted or efforts made to subvert the technology and/or the laws the
technology is enforcing. This may also increase legal challenges to evidence generated by such
technology, as illustrated by lessons from the past.3

1.5 Foundational principles must include scientific validity* and ‘sufficient reliability’> such that the
deployment of any technology must be premised on demonstrable reliability. Technologies that lack
a sound scientific basis should fall outside permissible activities under the framework. Our PROBabLE
Futures research, including mapping the use of probabilistic Al tools in policing across England and
Wales, makes clear the urgency of this requirement.® Interviews with law enforcement officers
identified a worrying susceptibility to ‘snake oil’ solutions where vendors repackage basic tools, such
as Large Language Models (LLMs) as bespoke Al solutions without disclosing how they function or
the operations ‘under the hood’.”

1.6 The new framework must ensure that human operators retain substantive oversight and remain
the ultimate decision-makers. Users should not be inappropriately de-skilled by overreliance on
algorithms and should not be able to defer to technologically determined outcomes or decisions

2 K.N. Kotsoglou, ‘Capturing Debate Dynamics. Complexity Theory and Emergent Learning in Legal Education’ (2021)
International Journal of Complexity in Education 2 27-49.
https://drive.google.com/file/d/1q283xfOkFpitNuyFPOUGFcggadDkMa9c/view?pli=1

3 See the lessons learned from the introduction of speed cameras and breathalysers in: ‘Policy Briefs’ (Dec 2025),
PROBabLE Futures, available at: https://research.northumbria.ac.uk/probablefutures/?page id=657.

4 R v Dlugosz and others [2013] EWCA Crim 2; Criminal Procedure Rules 2020 (CrimPR 2020), r.19.4.

5 Criminal Practice Directions (CrimPD 2023), 7.1.2 https://www.judiciary.uk/wp-content/uploads/2023/04/Criminal-
Practice-Directions-2023-1.pdf.

6 Our protype mapping tool can be found at Probable Futures '‘Mapping Al Technologies in UK Policing' (PROBabLE
Futures) <https://probablefutures.github.io/ai-mapping/> accessed 04/02/2026 (and the accompanying report on arxiv,
see E. Taka, T. Lawal, M. Calder, M. Sevegnani, K. Kotsoglou, E. McClory-Tiarks and M. Oswald, ‘Mapping the Probabilistic
Al Ecosystem in Criminal Justice in England and Wales — Interim Report’ (2025) Arxiv <
https://arxiv.org/abs/2512.04116)>.

7 Selected quotes from PROBabLE Futures interviewees.
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without human oversight.2 By embedding principles—such as necessity, reasonableness and
proportionality—into the determination of the lawfulness of the specified activities, the regulatory
framework should safeguard both operational integrity and the protection of human rights. This will
ensure that automated identification or categorisation supports rather than supplants human
judgment in legally and ethically accountable ways. The new framework must actively guard against
the risk that policing activities are reduced to the automated execution of algorithmic outputs,
ensuring that human judgment remains authoritative rather than decision-makers merely becoming

the ‘long arm of the algorithm’.°

1.7 Crucially, the new legal framework must uphold the principles and values of our liberal
democracy, including minimising the risk of wrongful interference with rights (most dramatically in
the convicting of the innocent or restrictions of freedoms), or diminishing the presumption of
innocence. A structured non-subjective hierarchy for assessing harm should accompany the
framework. It is through proportionality assessments—articulating the legitimacy of the aim, the
necessity of the measure, and the balance struck between competing interests—that the seriousness
of harm is legally justified. Proportionality analysis must therefore determine whether, and in what
circumstances, the use of biometric technologies is warranted (consultation questions 11, 12, and
13). In circumstances where harm is disproportionate, the use of these technologies should not be
permitted, with serious penalties and sanctions up to and including criminal sanction as a deterrent.

2. Scope of the new framework —who and what is covered? [consultation questions 1-5 and 12/13]

2.1 In view of the requirements for a legislative framework set out briefly above, the Government
should adopt a different default from that proposed in the consultation. It is imperative that the focus
be on behaviour and activities, and the purpose of such activities, rather than specific technology
(to future-proof the framework). Such activities must be clearly, albeit broadly defined, for example:

any acquisition, disclosure, measurement, analysis, monitoring, scanning, inference,
prediction, searching, decision-making, identification, categorisation, recognition or other
processing of, or involving, biometric, physiological, behavioural or bodily information, or
the automated processing, analysis or tracking of images of a person’s possessions,
clothes/footwear or distinguishing features, by a police force, or by any organisation for a
law enforcement, public safety or crime prevention purpose or activity, whether overt or
covert.

2.2 The processing actions and the types of data relating to individuals are intentionally broad and
not limited to overt identification, therefore encompassing activities such as: remote Al weapons
detection; gait analysis; remote/covert detection of anti-social behaviour; and tracking of
clothes/footwear in CCTV or in live facial recognition operations. Other examples referred to in the
Home Office’s consultation are emotion detection and lie detection with a polygraph. In Section 4,

8 K.N. Kotsoglou & A. Biedermann, ‘Inroads into the Ultimate Issue Rule? Structural Elements of Communication
between Experts and Fact-Finders’ (2022) The Journal of Criminal Law 86 (4) 223-240

https://doi.org/10.1177/0022018321107364.

9 K.N. Kotsoglou & Marion Oswald, ‘The Long Arm of the Algorithm? Automated Facial Recognition as Evidence and
Trigger for Police Intervention’ (2020) Forensic Science International: Synergy 2 86-89

https://doi.org/10.1016/j.fsisyn.2020.01.002.
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we explain why these should be prohibited or not-authorised uses under the new legal framework
due to the lack of scientific grounding and flawed assumptions behind the technologies.

2.3 Our research confirms that these capabilities are already transitioning from theoretical
possibilities to operational realities. For instance, we have observed that forces are exploring tools
capable of filtering CCTV footage not just for faces, but also for specific objects or clothing
attributes.'0 It is therefore important that the detection of objects or possessions is included, bearing
in mind the Article 8 implications of individualised scanning and tracking (objects often being a proxy
for identification) and the likely future incorporation of such techniques into LFR, body-worn cameras
and other real-time scanning (consultation questions 2 and 3).

2.4 The broad range of Al and advanced data analytics already in play across the criminal justice
system is further highlighted by the PROBabLE Futures mapping of technological usage.'! It is crucial
therefore that the new legal framework and regulatory regime are suitably future-proof against new
innovations and developments. There is a once-in-a-generation opportunity to get this right — history
has shown that taking the path of least resistance, for example, by imposing self-regulation or
voluntary standards, while drafting narrowly drawn and overly-permissive legislation (DNA profiling
being one example!?), permits disproportionate and inappropriate use of surveillant capabilities and
powers to burgeon.

2.5 Reflecting the structure of the Investigatory Powers Act 2016 (IPA), which criminalises certain
activities for specified agencies unless the Act’s provisions are followed, the above activities would
only be permitted in certain circumstances as set out in a new Act, with enforcement powers within
the new regulatory regime.

A New Regulatory Regime — public and private actors

2.6 In our draft behaviours/activities definition in section 2.1, we proposed that the new regulatory
regime would apply to police forces and other organisations for activities carried out for law
enforcement, public safety or crime prevention purposes (excluding national security purposes or
intelligence agencies). Restricting the new regime to police would create an unacceptable lacuna in
the law by excluding equally intrusive activities being carried out by other public and private sector
bodies. Local authorities and private sector actors are operating in a quasi-law enforcement way and
must therefore be included. There are a multitude of examples, ranging from immigration

10 Sych as the trialling of BriefCam’s video analytics capabilities by Cumbria Constabulary. See Cumbria Constabulary,
‘CCTV & Briefcam’ (Cumbria Police) <https://www.cumbria.police.uk/police-forces/cumbria-constabulary/areas/about-
us/about-us/cctv/ > accessed 04/02/2026

11 See Taka et al (n 3).

12 PROBabLE Futures, PROBabLE Futures Policy Briefs (11th December 2025) available at:
https://research.northumbria.ac.uk/probablefutures/wp-content/uploads/2025/12/Policy-Briefs.pdf.
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enforcement?®3 to activities carried out by supermarkets,* shopping centres'®> and tram operators.'®
The different modes in which private and public actors are operating and collaborating by sharing
information and LFR technology,!’ illustrates the necessity for this inclusionary approach. PROBabLE
Futures researchers Ogbonna and Mahmood expand the arguments for extending the new
framework to private actors in the position paper set out in the Appendix.'®

2.7 The framework must be broad enough to encompass all the activities set out in 2.1 regardless of
who undertakes them, to ensure the effective implementation of the legal framework and regulatory
regime. Furthermore, the framework’s scope should cover activities for public safety and civil
actions—such as domestic violence prevention orders—that are designed to prevent or deter
harmful activity. Such safeguarding activity is ‘increasingly part of wider law enforcement’,*® defined
by the College of Policing as:

‘...protection of the health, wellbeing and human rights of individuals at risk, enabling them
to live safely, free from abuse and neglect’?°

2.8 In the new regime, law enforcement, public safety and crime prevention will need to be suitably
defined. A starting point for such a definition is the one given by the Data Protection Act (DPA 2018):

‘...the prevention, investigation, detection of prosecution of criminal offences or the execution
of criminal penalties, including the safeguarding against and the prevention of threats to
public security’.?

However, this likely needs expansion to more specifically cover safeguarding activities such as those
relating to missing persons, the execution of civil protection orders, and prevention and detection
of crime and anti-social behaviour in private premises accessible to the public (supermarkets, etc).

2.9 A mere requirement for non-police organisations to have regard for the new regime will be
insufficient and would result in a two-tier system. It would allow the proliferation of potentially
disproportionate and unreliable technology deployments, while the police would be held to higher
standards. This, of course, would prove difficult to justify in a scenario where the police were

13 Gow.uk, 'Live facial recognition in Immigration Enforcement' (Gov.uk, 9th January 2026)
<https://www.gov.uk/government/collections/live-facial-recognition-in-immigration-enforcement>.

14 sainsburys, ‘Everyone deserves to feel safe’ (Sainsburys.co.uk, 2nd September 2025)
<https://corporate.sainsburys.co.uk/purpose-in-action/everyone-deserves-to-feel-safe/> accessed 04/02/2026.

15 BBC News 'Meadowhall shoppers scanned in facial recognition trial' (BBC News, 16th August 2019)
<https://www.bbc.co.uk/news/uk-england-south-yorkshire-49369772> accessed 04/02/2026; Steve Robson, 'Trafford
Centre bosses explain why they used controversial cameras to monitor shoppers' (Manchester Evening News, 15th
October 2018) https://www.manchestereveningnews.co.uk/news/greater-manchester-news/trafford-centre-bosses-
explain-used-15283677.

16 Joe Locker, ""RoboCop' tool will use Al to detect troublemakers and yobs on NET trams' (Nottingham Post, 13th
January 2026)https://www.nottinghampost.com/news/nottingham-news/robocop-tool-use-ai-detect-10753791.

17 UK Government Biometrics & Forensic Ethics Group, Briefing note on the ethical issues arising from public-private
collaboration in the use of live facial recognition technology (accessible)’ (UK.gov, 21st January 2021)
https://www.gov.uk/government/publications/public-private-use-of-live-facial-recognition-technology-ethical-
issues/briefing-note-on-the-ethical-issues-arising-from-public-private-collaboration-in-the-use-of-live-facial-recognition-
technology-accessible.

18 Also at Articles and Publications - PROBabLE Futures.

19 College of Policing, 'Purpose and scope of the Code and guidance' (College of Policing, 15th May 2024)
https://www.college.police.uk/guidance/pnc-and-leds/guidance-code-practice-pnc-and-leds/purpose-and-scope-code-
and-guidance.

20 |pid.

21g, 31,
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detecting or prosecuting crime, and yet were unable to utilise technology that, for instance, was
accessible by a private company or local authority.

3. Biometric Data Acquisition and bulk datasets [consultation questions 12 and 13]

3.1 The processing of biometric data is inseparable from the need for bulk personal data, including
for LFR, and therefore any provisions to regulate the former should also deal with the latter. There
exists of course regulation for bulk personal datasets in part 7 of the IPA, but that extends at present
only to the intelligence agencies. A dataset of captured CCTV images retained for analysis almost
certainly falls within the purview part 7 of the IPA (for the intelligence agencies) and so Parliament
has already legislated for concomitant interferences of privacy of this nature. We can see no valid
argument therefore that those provisions should not be extended to policing.

3.2 In response to [consultation questions 12 and 13], as set out above in section 2.1, our definition
of activities will mean that the acquisition, examination and retention of biometric data from other
government databases falls squarely within the remit of the new legal framework and regulation.
This must be the case because retaining public trust and confidence will depend upon police access
to such datasets being strictly governed and permitted only in specified and well-defined
circumstances. It should be possible to construct and authorise class arrangements for access to
databases under particular high-harm circumstances (in terms of threat to the public) that are
specified in the class authorisation, in a similar way to the bulk data provisions under the IPA, e.g.
police are permitted to access the driving licence image dataset where necessary for identification of
a murder suspect when other means of identification have failed. If access to biometric data from
government databases is proposed to be given to other public sector bodies, then this should be
specifically legislated for, rather than dealt with on a case-by-case basis.

4. Structure of the new framework [consultation questions 6-9]

4.1 The new framework should focus on the activities, behaviours, or analyses being conducted
rather than on the technology being used. We recommend a codified ‘restrictive’ position in which
carrying out the specified activities is considered an offence unless the strict criteria set out in the
legislation are satisfied and regulatory requirements are all met.

4.2 The independent regulatory body (discussed below) will categorise the in-scope activities and the
purposes for/context in which those activities are carried out as low, medium and high risk
(determined using criteria within a set of legislative principles, such as intrusiveness and seriousness
of harm), which would then correspond to the onerousness of the requirements for lawful use, as
illustrated below:

e For low risk activities (e.g. video surveillance without identification, such as CCTV with body
detection to switch on when a person is present), users must adhere to the regulator’s code
of practice and update the transparency register.

e For medium risk activities (e.g. after-the-event video surveillance with automated

identification, such as retrospective facial recognition), users must adhere to the regulator’s

code of practice, notify the regulator of the use case, and have previously registered its
scientific evaluation/re-evaluation results. This must also include updating the transparency
register.

For high risk activities (e.g. overt or cover live video surveillance with automated

identification, live video surveillance with automated behavioural inference such as detection

of violent behaviour, remote live automated object detection, use of biometric Al in any
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evidential context, any automated emotion or lie detection or polygraph), the regulator must
pre-approve the underlying science as valid, the user will apply for and receive authorisation
from the regulator for the use-case, and only technology pre-certified by the regulator will be
deployed. Under this prior authorisation regime, and given the requirement for scientific
validity, it would be expected that the use of emotion-detection systems and the increasingly
deployed polygraph would not be authorised.??

4.3 As per the IPA regime, arrangements can be included for retrospective authorisation of in-scope
activities and for the emergency use of potentially high-intrusiveness activities in high-harm
circumstances. Consideration could also be given to the use of class authorisations, mirroring
arrangements under the IPA.

4.4 This regulatory regime must facilitate due consideration of multiple factors including the
protection/resilience of technology and data to loss and corruption, and the balance/trade-offs
between human and machine analysis of data.? There are also the intentional or unavoidable biases
in data collection and selection for training/testing/operation to consider.

5. Independent enforcement and oversight/regulation [consultation questions 7, 10, 11, 14, 15,
16]

5.1 It is imperative for the success of the new framework to have effective oversight by an
independent regulatory body with adequate powers to identify and sanction unlawful activities.
Lessons learnt from the regulation of forensic science show that voluntary guidance without
enforceable authority is insufficient to ensure compliance with standards. The new regime must
therefore make compliance mandatory, ensure proactive oversight with an inspection regime, and
empower swift, meaningful remediation of failures. The necessity for a strong, independent (and
central) regulator is further evidenced by the systematic fragmentation we have mapped across the
current landscape.?* Our interviews reveal that, in the absence of unified standards, the 43 police
forces in England and Wales are frequently attempting to solve identical problems in isolation, often
procuring different, incompatible tools for the same purpose. This lack of coordination not only leads
to significant financial inefficiency but also creates a chaotic governance environment with the Home
Office struggling to track which tools are in use. An independent (and central) regulator is essential
to harmonise a national principled approach, preventing a ‘postcode lottery’ of deployment and
governance. By combining a clear mandate with structured oversight and genuine sanctioning
authority, the framework should secure both operational integrity and public trust (consultation
guestions 14 and 15) while supporting responsible innovation.

5.2 We do not make any comment about which, if any, of the current regulator(s)/commissioner(s)
could assume the role of regulator of the new legal framework with an expanded remit. We do
recommend however that relevant aspects of the current remits of the Biometrics and Surveillance

22 Kyri N Kotsoglou and Marion Oswald, ‘Falling behind the PACE: lie detectors, policing and lack of foreseeability —an
FOl-based study’(2025) Legal Studies45(1):58-78. doi:10.1017/Ist.2024.43.

23 Ardi Janjeva, Muffy Calder& Marion Oswald, Privacy Intrusion and National Security in the Age of Al: Assessing
proportionality of automated analytics (Centre for Emerging Technology and Security & The Alan Turing Institute, May
2023) available at: https://cetas.turing.ac.uk/publications/privacy-intrusion-and-national-security-age-ai.

24 See Taka et al (n 3).
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Camera Commissioner, Forensic Science Regulator and Investigatory Powers Commissioner could
be identified and combined to form the structure recommended below.

5.3 The regulator under the new legal framework should:

e Produce codes of practice for low, medium and high-risk activities, subsuming existing legal
frameworks and requirements, including data protection and automated decision-making
(we comment further on codes of practice below);

e Carry out scientific evaluations of specific tools and providers and certify tools for high-risk
use-cases (further comment below).

e Set standards for user evaluation of their use-cases, including evaluation of validity,
effectiveness and proportionality;

e Set standards for training and accreditation for users in higher risk use cases;

e Inspect and audit compliance;

e Review and decide upon authorisation applications for high-risk activities;

¢ Issue enforcement orders and prosecute if necessary;

e Set up and run a transparency register in collaboration with the Home Office;

e Appoint and consult a technology advisory panel for technical advice and to highlight future
developments;

e Undertake public engagement/organise an ongoing public advisory function;

e Engage with other relevant regulators and oversight bodies.

5.4 Each of these tasks will clearly require further scoping, including detailing issues such as how user
evaluations will be assessed, or whether training and accreditation schemes are fit for purpose for
example. There would need to be thresholds set for successful ‘compliance’. For instance, claims of
effectiveness in user evaluations that are based on simplistic measures such as ‘arrests made’
without considering operational, economic and legal costs and outcomes, should not be considered
a robust evaluation of proportionality and operational success. Wider considerations, for example,
the impact on VAWG of fewer targeted arrests in favour of arrests made by ‘chance’ in a LFR
deployment, should be required.

Codes of Practice

5.5 For the new framework to have sufficient scope and longevity, and following the examples of the
Police and Criminal Evidence Act (PACE), CPIA, and the IPA, it would require robust statutory codes
of practice, which would include:

e Factors to operationalise the key principles of the framework, including reasonableness,
proportionality and assessment of harm. In addition to Article 8 (privacy) concerns, guidance
regarding factors to assess any impact on Article 10 (freedom of expression) and Article 6 (fair
trial) will be essential, as will consideration of the PACE implications of the in-scope activities.
For example, remote Al weapons detection effectively turns stop and search into a new
concept of ‘search and stop’, challenging the appropriateness of the safeguards currently
within PACE;%

e Key aspects of scientific validity and approved evaluation methods;

25 Temitope Lawal, Angela Paul, Marion Oswald and Alexandra Taylor ‘Remote Al weapons detection: Reversing ‘stop
and search’ to ‘search and stop’?’ (2026) Legal Studies Under peer review. Available upon request.
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e Requirements for acceptable Human-Computer Interactions (HCls) and interfaces. Here,
guidance on HCls must address the psychological reality of automation bias. Some themes
emanating from our interviews with stakeholders within the criminal justice context suggests
that simply mandating a ‘human in the loop’?® is insufficient if the operational culture makes
it difficult for that human to disagree with the Al output. As Fussey and Murray point out, the
involvement of a human in the loop has been integrated as a central component by current
police forces which ‘ignores the subtle ways technology shapes and is itself shaped by
practice.’?’ They observe that ‘contrasting opinions [on a LFR match] were most often
resolved with a decision to confirm rather than challenge computer decisions and an attempt
to apprehend the matched individual’??;

e Operational requirements such as rules governing the alteration of similarity ‘match’
thresholds within facial recognition tools, what ‘match’ datasets are used, which error rates
are monitored and why, and determination of what values and principles should inform the
setting of these thresholds. Liberal systems prioritise minimising the risk of convicting the
innocent, whereas more authoritarian regimes emphasise security, often at the expense of
increased wrongful arrests and convictions. In liberal systems, the threshold for declaring a
match between two faces is therefore set conservatively, reflecting the societal imperative to
avoid false positives;

e Rules for the creation of watchlists, such as standard of proof or suspicion required for the
inclusion of a person as a suspected shoplifter;

e Chain of custody and evidential considerations;

e Requirements for procedural notification of Al usage and other transparency rules;

e Guidance around issues of bias, and systemic equality and diversity concerns, for example
gender inequalities in those groups involved in the management of police Al and biometrics.

Scientific evaluations

5.6 A key function of the new regulatory body will be to provide users of in-scope technology with
the codes and guidance to enable them to evaluate technology robustly for low and medium risk use
cases. It will be necessary to define evaluation parameters, how they interact with operational
contexts, and set recommendations for minimum performance, and for ongoing evaluations after
deployment. The regulator itself must possess the tools and expertise to evaluate technologies for
high-risk contexts and to operate a process for certifying of technology following approval requests
from technology providers/suppliers.

5.7 Furthermore, it is important to have independent, accessible guidance established by the
regulator on the use and understanding of scores or metrics based on activities in scope of the new
framework. This includes any decision-making based upon these scores. In discussions of Facial
Recognition Technology, it is essential to recognise that similarity or “confidence” scores are not
inherently meaningful numbers and cannot be generated by fiat. Their significance depends, first, on
clarity about the nature of the scale being used—whether cardinal, logarithmic, or otherwise—

26 National Physical Laboratory & Metropolitan Police, Metropolitan Police Service Live Facial Recognition Trials
(February 2020), 5 available at: https://www.met.police.uk/syssiteassets/media/downloads/central/services/accessing-
information/facial-recognition/met-evaluation-report.pdf.

27 peter Fussey & Darah Murray, Facial Recognition Surveillance: Policing and Human Rights in the age of Artificial
Intelligence (OUP, 2025), 45.

28 |bid, 257.
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without which numerical differences lack interpretable magnitude; we note that different technology
companies use different scales for the similarity or “confidence” scores. Secondly, there must be
clarity about how users are expected to understand these scores and what they are claimed to
represent in probabilistic or evidential terms. Thirdly, such scores require empirical grounding: they
must be demonstrated to correlate with real-world performance in the specific operational context,
including error rates. Finally, similarity scores acquire operational meaning only through the selection
of decision thresholds, which embed normative judgments about acceptable risks and error
allocation; treating these engineered outputs as objective or evidential measures risks a category
error and creates a misleading disguise of precision and reliability. The decision thresholds, as
continuous evaluation and monitoring occur, may need to be updated as the technologies are tested
with real-world scenarios and data points, and the regulatory body should review these changes.

5.8 The need for independent, holistic, and scientifically robust evaluations grounded in operational
realities is underscored by omissions in the NPL evaluations of the facial recognition tools deployed
by the police. We briefly highlight the following as examples of what is necessary for such evaluations:

e |dentification of initial knowledge requirements, or ongoing training needs for the end user;
for instance, end-users' understanding of the parameters (e.g., thresholds) and outputs (e.g.,
similarity scores) of the facial recognition algorithms should be tested;

e The careful collation of, ideally, real-world policing data that can be used as test data for the
evaluation of these technologies, which include data of varying quality;

e An understanding of the operational use of the technology by end-users’ is critical; for
instance, what is the degree of reliance in the outcome of any algorithms and its effect on
subsequent decision-making; this evaluation can support in the setting of best practice when
using the technologies; the evaluations cannot be purely technical since these technologies
by nature are sociotechnical;

e As well as appropriate safeguards, consideration of what environmental or other aspects
(e.g., rain, severe weather, extreme light, different camera versions) affect the technology’s
ability to function as intended and claimed;

e An exploration of which algorithm outcomes (e.g., false positives) arise when different
thresholds are set, and diving into how that affects different groups;

e Arobust probabilistic framework (e.g. relying on Bayesian statistics) for the statistical analysis
of equitability could be used instead of the null-hypothesis significance testing, which relies
on binary p-value thresholds and is susceptible to p-value hacking;*

e Any quantitative evaluation needs a qualitative assessment to review all results with an
interdisciplinary team to decide if the technology is safe to deploy and what further steps may
be required;

e Safeguards or operational procedures must be developed based on the above points,
especially in relation to the setting of thresholds or mitigation of the identified biases, e.g. for
black women (from the Cognitec FaceVAXS-DBScan evaluation done by the NPL).3°

5.9 Currently, the financial burden of these evaluations acts as a barrier to responsible adoption.
Findings from our interviews indicate that a rigorous evaluation exercise can consume a substantial
portion—potentially up to thirty per cent—of a project’s budget. As a result, this is likely to create a

29 Megan L. Head , Luke Holman,Rob Lanfear,Andrew T. Kahn & Michael D. Jennions, ‘'The extent and consequences of p-
hacking in science.’ (2015) PLoS Biol. 13;13(3):e1002106. doi: 10.1371/journal.pbio.1002106.

30 Home Office,’ Summary: accuracy and equitability evaluation of Cognitec FaceVACS-DBScan ID v5.5’ (4th December
2025) <https://www.gov.uk/government/publications/facial-recognition-technology-tests-national-physical-laboratory>.
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perverse incentive for police forces to forego independent testing in favour of cheaper, supplier-led
assurances. An independent and centralised regulatory framework would mitigate this by
standardising evaluation criteria and potentially pooling resources nationally. This should ensure that
the cost does not preclude robust testing, either by users or by the regulator itself for high-risk use-
cases. An additional option would be for the regulator to set standards for and licence independent
evaluation to trusted academic labs or other partnerships.

6. Public engagement and independent advisory functions

6.1 Meaningful public and community engagement should be a core component of any decision-
making process relating to the development, deployment and regulation of new technologies. The
framework must respond to the risk that technology-enabled policing can entrench blind spots or
enable negative community experiences when those most affected are structurally excluded from
the oversight of the technologies that impact them. It must guard against tokenism and symbolic
engagement to ensure that those impacted by the technologies have meaningful influence over
decisions. Engagement that is inclusive, accessible and ongoing is required to ensure informed,
balanced and legitimate policy outcomes. This can be achieved by including genuine representation
from the communities that the police serve, affording them the time and opportunity to understand
how technology outputs will be used as well as the risks related to privacy, fair trial and freedom of
expression.3! This needs to go beyond the use of surveys and broad consultation, as research shows
that Al-related public surveys lack critical discourse about deployment strategies and demonstrate
inconsistent transparency in reporting.3?

6.2 As noted, human judgement is functionally necessary for accountability, and a lack of genuine
community oversight will reduce the legitimacy of any framework eroding public trust. An established
oversight committee, representing community members, is instrumental to ensuring any process for
adopting technology has integrity. This affords individuals their procedural entitlements, creates a
formal mandate in which they can press their rights, and provides a platform for increasing
membership capacity in effective oversight (such as training and guided presentations). Giving the
community an advisory capacity helps safeguard against technological creep, ad hoc or arbitrary
exemptions, and un-reviewed deployment. To achieve this, the advisory panel should not exist at a
single point in time but engage in all stages of technology development.33 This long-term involvement
can contribute to ensuring that the communities continue to revisit ethical, legal and social
considerations. It serves to promote spaces for community engagement while also strengthening
communities’ ability to reflect and adapt as technologies evolve. Key recommendations for ensuring

31 Marion Oswald, Claire Paterson-Young, Pauline McBride, Michael Maher, Muffy Calder, Gitanjali Gill, Elizabeth Tiarks
& William Noble, Ethical review to support Responsible Artificial Intelligence (Al) in policing: A preliminary study
of West Midlands Police's specialist data ethics review committee (11th September 2024) available at:
https://researchportal.northumbria.ac.uk/ws/portalfiles/portal/170979006/Braid_Report_Ethical review of pol
icing Al Final 11.09.24 v2.pdf.

32 Mohammmad Tahaei, Daricia Wilkinson, Alisa Frik, Michael Muller, Ruba Abu-Salma & Lauren Wilcox, 'Surveys
Considered Harmful? Reflecting on the Use of Surveys in Al Research, Development, and Governance'
https://arxiv.org/abs/2408.01458.

33 Dunkwu, J. E., Paterson-Young, C., & Maher, M. (2025). Scoping review of frameworks for effective participatory
oversight of Al in Law Enforcement. PROBabLE Futures Project.
https://research.northumbria.ac.uk/probablefutures/wp-content/uploads/2025/12/Participatory-Framework-
Scoping-Report-05122025.pdf.
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the embedding of meaningful participatory oversight processes that promote community and public
engagement:

Embed co-production from the earliest stage of decision-making: Community members
should be involved at the problem-definition and development stages, not solely consulted
on a proposal formed, being meaningfully engaged at all stages. Early engagement supports
shared ownership, identifies unintended impacts, and aligns with participatory frameworks
that prioritise collaboration over consultation.

Promote shared influence and decision-making: Mechanisms for engagement should be
designed to ensure the public and communities have genuine influence, with clear routes to
shaping decisions, contributing to safeguarding, and engaging in governance arrangements.
This reflects best practice in participatory approaches, which distinguish meaningful
participation from tokenistic engagement.

Ensure inclusive and representative participation: Engagement processes must actively
involve communities most likely to be affected by technology, including marginalised and
under-represented groups. Meaningful participatory practices should emphasise equity of
voice, recognising that different communities experience technological interventions in
different ways.

Provide accessible information and build capacity for informed participation: Communities
should be supported to engage meaningfully through clear and balanced opportunities for
dialogue with time to reflect and deliberate.

Demonstrate accountability through transparency and feedback loops: Decision-makers
should clearly communicate how community input has influenced outcomes, including
instances where views have not been adopted. Closing the feedback loop is critical to
sustaining public trust and long-term engagement.
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